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Baseline Security Audit
“Like it or not, your security is being tested all the time — shouldn’t you be the one doing it?”

Data security is increasingly complex. Government regulations,
partners, and business units are mandating IT departments comply
with more and more complicated requirements. So how do you know
where you stand?

A Baseline Security Audit from Webfargo gives you the information you
need to see where you are today, determine your level of risk, and
direct your security resources for the future.

Benefits of the Baseline Security Audit:

e Proactively reduce risk of a costly security incident
e Satisfy partners or regulations that require audits and/or accountability
e Establish a security reference point to measure future improvement

e Understand the risks of cloud applications (such as Office 365 or AWS)
e Gather information to help direct security resources

e Receive an objective, unbiased, and expert opinion

e Discover areas that need improvement

Affordable. For a limited time, we are offering our Baseline Security Audit to new customers at a reduced,
introductory price.

/Frequently Asked Questions N

How much does it cost?

e We offer three packages depending on your needs (see next page for details). For a limited time, the
Small package starts at $2,000, the Medium at $3,200, and the Large at $5,900. Optional items are
priced accordingly. Some conditions may apply.

How long does it take?

e Audits will take anywhere from 1-4 weeks depending on size and complexity.

What is needed from my team?

e Not much — we will start with a Q-and-A exchange (onsite or remote). Then there will then be some
follow up questions as we analyze the information gathered, but we handle the rest.

Is this just for small companies?

e Not at all — we are deeply experienced performing audits for companies of all sizes, from startups to
multi-national corporations.

When can you start?

e We can typically get started within 1-2 weeks from order date.
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Service Details
Task Small Medium Large
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General security review

Review of critical data protection

Use of cloud technologies (Office 365, Azure, etc.)
Review of security devices/architecture

Review of authentication mechanisms/strategy
Review of remote/external access

Review of wireless networking security

Endpoint security strategy

Review of backup architecture

Report on findings, including recommendations
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Security of data hosted externally
Review of mobile device strategy
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Physical security of IT resources

Review of Security policies and procedures
Review of workforce security training

Review of networking equipment security
Report presented onsite or via remote meeting
Audit against data sharing contract clauses
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Security policy development assistance
v =included * = optional

The Small audit is appropriate for companies up to 50 employees, while the Medium and Large audits
are appropriate for larger companies, depending on level of complexity and security needs. Webfargo’s
experts will work with you to determine the appropriate package for your organization.

Have different or more advanced needs? Custom audits are available if your needs do not match up
exactly to any Baseline Security Audit, in addition to our suite of security services. Contact Webfargo
today to reduce your risk of a security incident!

About Webfargo

Webfargo Data Security was founded by security industry veterans in 2001 with
www.webfargo.com a focus on proactive security services — our goal is to help prevent security
info@webfargo.com incidents rather than respond to them. Our focus is the Life Sciences industry,
(919) 281-0175 with over 70% of our customers in the pharma, biotech, medical technology,
healthcare, or related fields, but we also work with customers from a number
of industries, including semiconductor, legal, manufacturing, and finance to name a few.

Webfargo specializes in working with companies that have IT departments, but not IT Security
departments, and who recognize the need for advanced and proactive security assistance. Our suite of
managed and professional services provides a comprehensive and complete approach to data security.
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